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Abstract 

Financial records are documentary heritage as important as any other form of documentary 

heritage. Thus the future understanding of our times will very much depend on the preservation of our 

financial records.  The world of finance is increasingly a digital one. In this new world, wealth is 

generated and tracked in digital “financial memory systems.”  This paper explores examples of 

debasement of financial memory systems in the context of two case studies: the collapse of Lehman 

Brothers in 2008 and the 2011 collapse of the US Broker-Dealer MF Global.  The final part of the paper 

will shift focus to the actions that need to be taken in order to protect and preserve financial memory 

systems in the near term and for future generations. 
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Introduction 

 

When we look back to reflect upon this historical period we will remember it, among other things, 

for the Global Financial Crisis. Thus the future understanding of our times will very much depend on the 

preservation of records documenting financial transactions. 

The world of finance is increasingly a digital one. In this new world, wealth is generated and 

tracked in the 1s and 0s that fly around the globe through an almost unimaginable array of financial 

information systems. The Peruvian economist Hernando de Soto refers to such systems as “memory 

systems” and has written that “The reason credit and capital have contracted for the past five years in the 

U.S. and Europe is that the knowledge required to identify and join parts profitably has been unwittingly 

destroyed.” As de Soto explains, in 2008, we began to learn that our financial “memory systems had 

stopped telling the truth.”1 This, de Soto claims, is owing to the fact that, for the past 15 years, the records 

of western capitalism have been debased, leaving institutions and governments without the facts to spot 

what needs to be fixed or to see where risks existed.2 De Soto’s views are consistent with archival 

theories of the record that define records in terms of being “representations of occurrents” (i.e., 

                                                 
1
 Hernando de Soto, “Knowledge lies at the heart of western capitalism,” Financial Times, January 29

th
, 2012.  See 

also, Hernando de Soto, The Mystery of Capital: Why Capitalism Triumphs in the West and Fails Everywhere Else” 
(NY, NY: Basic Books, 2000). 
2
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representations of financial transactions) and which suggest that ‘good representations’ are needed to 

avoid risk of financial instability.3  When financial memory systems are debased, financial institutions 

and governments lack the capability to manage risk effectively.  This can have dire consequences for the 

viability of individual financial institutions as well as for financial stability. It also means that historical 

evidence needed to understand the mechanisms of systemic risk and banking crises is unavailable. Lack 

of historical evidence prevents the development of better models with which to predict build-up of 

systemic risk and the onset of financial crises.  Thus, society’s capacity to ensure financial stability is 

lessened, again with negative consequences.    

This paper briefly explores two recent cases of the debasement of financial memory systems. The 

first case focuses on the now infamous failed financial institution Lehman Brothers, a name firmly 

associated with the Global Financial Crisis.  The second case will examine the collapse of the US Broker-

Dealer MF Global in 2011.  Each case will be examined first through the lens of the consequences of 

debasement of financial memory systems for internal operations and risk analytics and second for 

subsequent ex-post understanding of the mechanisms of risk. The paper concludes with reflections on the 

policy implications of each of these cases. 

 

Lehman Brothers 

 
Debasement of Financial Memory Systems and its Impact on Internal Operations and Risk Analytics 

 

At 7:56AM GMT on 15 September 2008, Lehman Brothers collapsed sending the global financial system 

into turmoil.4  The first signs of economic trouble occurred well before the September 2008 collapse of 

Lehman Brothers, generally accepted as the point at which global financial troubles escalated into crisis 

mode. In March 2008, Bear Stearns was acquired by JP Morgan for a mere $2 per share, sending an early 

warning of things to come.5 By the time Lehman Brothers collapsed, the crisis was well and truly 

underway. After Lehman Brothers failed, no financial institution seemed safe so lending froze and global 

economies went into economic meltdown. Central banks around the world were forced to cut interest 

rates to historic lows and, in many cases, to bail out financial institutions. 

In the period leading up to the financial crisis, various mortgage-backed derivatives, such as 

mortgage-backed securities (MBS) and collateralized debt obligations (CDOs) into which mortgages were 

bundled, were generating healthy revenue for banks.  Banks quickly realized that selling mortgage 

products to conventional, qualified borrowers was insufficient to meet market demand for MBS’s and 

CDOs. To profit from the demand, banks required more mortgage transactions. As the market in MBS’s 

and CDOs boomed, the number of the transactions, rather than the quality of the transactions, became the 

determinant of profit.6 To keep pace, banks invented a wide range of alternative mortgage products; at the 

heart of all new product offerings was the subprime mortgage. A subprime mortgage is any loan that 

‘‘exceeds the level of credit risk that government-sponsored enterprises are willing to accept for 

                                                 
3
 G. Yeo, Concepts of record (1): evidence, information, and persistent representations, American Archivist  

70(2) (2007) 315–343; [2] G. Yeo, Concepts of record (2): prototypes and boundary objects, American Archivist 

71(1) (2008) 118–143; and Lemieux, Victoria L., and Lior Limonad, “What ‘Good’ Looks Like: Understanding 
Records Ontologically in the Context of the Global Financial Cris is.” Journal of Information Science 37, 1 
(February, 2011): 29-39. 
4
 Lehman Brothers, “Lehman Brothers Holdings Inc. Announces It Intends to File Chapter 11 Bankruptcy Petition,” 

last accessed from http://www.lehman.com/press/pdf_2008/091508_lbhi_chapter11_announce.pdf on 21 April, 
2013. 
5
 Thorpe, Jaqueline. “Soap Opera on Wall St,” Financial Post, September 12, 2009, FP5. 

6
 H. Shwartz, Subprime Nation: American Power, Global Finance, and the Housing Bubble (Ithaca, NY: Cornell 

University Press, 2009). 
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purchase.’’7  These mortgages were bundled into tranches and through securitization transformed into 

MBS and CDO products. To finance the purchase of more such products, the banks used ‘repos’. A repo 

is a sale of securities combined with a simultaneous commitment to repurchase them at a later date, 

usually in the near term.8 It is generally used in finance to secure short-term funding and increase 

leverage. An example is a hedge fund that wants the risk and return profile of a particular security (e.g., 

an MBS) for its portfolio, but wants to boost returns by leveraging its capital. The hedge fund buys the 

MBS on the open market and immediately sells it into a repo transaction with its prime broker.9 The 

hedge fund gets the desired MBS for its portfolio, but is effectively using borrowed money to pay for it.10 

The hedge fund does not receive the full value of the MBS in the “front leg” of the repo; a “haircut”, or 

small percentage of the value, is assessed to protect the prime broker against fluctuations in the value of 

the collateral (i.e. the MBS) used to protect against the risk that the seller will fail to repurchase at the end 

of the contract. The result is one of “leveraging”, as the hedge fund can use the cash proceeds from the 

repo sale to purchase additional securities.  

It is common for the prime broker in a repo transaction to take absolute title to the collateral, which 

facilitates the sale of collateral by the prime broker in the event that the collateral pledger fails to 

repurchase it as promised at the maturity of the repo.11 Depending on the jurisdiction and the details of the 

prime brokerage agreement, the collateral pledgee will have a “right to use” the collateral.12 A prime 

broker with a right to use may re-lend the pledger’s collateral to third parties for other purposes. This is 

called re-hypothecation.  For example, another hedge fund might pay to borrow the collateral to use in a 

short sale transaction.13 Collateral is a scarce resource in securitization markets, so there are strong 

incentives to leverage it through rehypothecation14 and both the pledger and pledgee can benefit from the 

additional revenues generated by this reuse.15  

 
 

                                                 
7 J.R. Barth; T. Li; T. Phumiwasana; G. Yag “Perspectives on the Subprime Mortgage Market,” January 1, 2008, 
last accessed at SSRN: http://ssrn.com/abstract=1070404 or http://dx.doi.org/10.2139/ssrn.1070404 on 21 April, 

2013. 
8
 See definition of “Repurchase Agreement,” Investopedia, 

http://www.investopedia.com/terms/r/repurchaseagreement.asp last accessed 21 April, 2013. 
9
 A prime broker is a specialized firm that provides a range of related services to hedge funds and other investment 

managers. Typical services include custody, securities settlement, tax accounting, and account-level reporting.  
Lehman Brothers acted as prime broker for a number of large hedge funds at the time of its demise.  In the example 

here, the hedge fund is the “collateral pledger” and the prime broker is the “collateral pledgee.”   
10

 M.D. Flood, A. Mendelowitz, and B. Nichols, “Monitoring Financial Stability in a Complex World,” in Financial 
Analysis and Risk Management: Data Governance, Analytics and Life Cycle Management, edited by Victoria L. 
Lemieux (Frankfurt: Springer, 2013), pp 15-40. 
11

 Ibid.  
12

 M. Deryugina, “Standardization of Securities Regulation: Rehypothecation and Securities Commingling in the 

United States and the United Kingdom,” Review of Banking and Financial Law 29 [2009]: 253-288.  Deryugina 
describes the structure of rehypothecation transactions and related legal considerations in detail.  She emphasizes the 
importance of the relatively lenient U.K. rules on rehypothecation in attracting prime brokerage business to London. 
13

 Op. Cit. 
14

 G.B. Gorton and A. Metrick “Haircuts,” Working Paper 15273, National Bureau of Economic Research, 
Cambridge, Massachusetts, 2009, last accessed 28 August, 2012,  http://nber.org/papers/w15273.pdf  and M. Singh, 

“Velocity of Pledged Collateral,” IMF Working Paper Series, November, 2011, last accessed at 
http://www.imf.org/external/pubs/ft/wp/2011/wp11256.pdf on 21 April, 2013. 
15

 Deryugina, 2009, 257. 
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Fig. 1: The impact of rehypothecation on interconnectedness16 

 

These relationships are depicted in Fig. 1, which shows both a simple repo transaction on the left and a 

repo involving rehypothecated collateral on the right. As Flood, Mendelowitz and Nichols note, 

“rehypothecation occurs invisibly to the original pledger of collateral (“Hedge Fund #1” in the figure); 

although pledgers are aware that rehypothecation goes on, they do not generally observe when their own 

collateral is rehypothecated or to whom. This lack of transparency about the network of relationships 

played an important role in the global financial crisis.”17 A European Senior Supervisors Group (SSG) 

report supports this thesis; the report notes that “[c]ustody of assets and rehypothecation practices were 

dominant drivers of contagion, transmitting liquidity risks to other firms. The loss of rehypothecated 

assets and the ‘freezing’ of custody assets created alarm in the hedge fund community and led to an 

outflow of positions from similar accounts at other firms. Some firms’, including Lehman Brothers, ‟use 

of liquidity from rehypothecated assets to finance proprietary positions also exacerbated funding 

stresses.”18    

When Lehman Brothers International Europe (LBIE) failed in London in September 2008, it had 

rehypothecated or commingled over $20 billion worth of client collateral, much of which LBIE could not 

identify immediately.19 The scramble to rapidly unwind positions in the wake of the Lehman Brothers 

collapse was complicated by a problem with records. Deryugina quotes from the court’s response to 

pledgers’ petition for information about the whereabouts of their collateral: 

 

[I]t would be necessary to investigate particular records held by LBIE and to obtain data and 

records from relevant third party custodians, depositaries and other parties. ...  this process faces 

[difficulties] not least the refusal of a number of custodians and others to comply with demands 

for information. . ..20  

 

Further evidence of the issues Lehman Brothers faced with respect to its financial memory systems can be 

found in a March 2009 Dear Compliance Officer letter from the UK Financial Services Authority, which 

mentions that Client Assets Sourcebook (CASS) requirements were not being followed, specifically those 

requiring that “a firm must keep such records and accounts as necessary to enable it – at any time and 

without delay - to distinguish safe custody assets/client money held for one client, from safe custody 

                                                 
16 Reprinted from Flood, Mendelowitz, and Nichols, 2013, 25. 
17 

Flood, Mendelowitz, and Nichols, 2013. 
18

 Financial Stability Board. Risk management lessons from the global banking crisis of 2008. Basel, Switzerland: 

Financial Stability Board, 2009. 
19

 Deryugina, 2009, 274-275. 
20

 Deryugina, 2009, 75, note 111 
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assets/client money held for any other clients and the firm’s own applicable assets/client money.”21  The 

letter noted how essential it is to provide an insolvency practitioner with sufficient information and cited 

such failures as the fact that agreements and terms of business documentation had been found to have not 

been executed with signed copies on file. “Recent firm visits,” the letter goes on to say, “suggest that 

many firms do not have the appropriate trust acknowledgements in place. Where these are placed on file, 

we found instances where the documentation had not been executed in the name of the relevant bank or 

with appropriate authority on behalf of the relevant bank. Creating and operating these accounts are of 

paramount importance in establishing trust status for the benefit of the underlying client, the purpose of 

which again is only apparent on insolvency…In a period of market turbulence, we would anticipate that 

firms would conduct due diligence more frequently. We are reminding firms to document their due 

diligence.”22 

 Why were the financial memory systems at Lehman Brothers so weak?  One possible explanation 

relates to the settlement of Over-the-Counter trades (OTC) in MBS’s and other derivative products. In his 

book on the collapse of Lehman Brothers, Lawrence McDonald notes that “. . . the record keeping was 

close to impossible to keep up with . . .,” referring to the fact that OTC trades could take as much as 30 

days to settle due to process and information systems and technology limitations.23 This issue was well 

known before the collapse of Lehman Brothers: a TATA consulting report outlined these limitations as 

early as 2007, noting that “[g]iven the crucial role of custodians in the entire process and the growing 

volumes and importance of OTC Derivatives, it is imperative for custodians to strengthen their 

infrastructure . . .”24 The fact that OTC trades took as much as 30 days to settle at Lehman Brothers would 

have severely hampered downstream risk management and accounting systems.  

The issues likely go much deeper than the lack of suitable information systems and technology, 

however. The banks’ senior executives apparently made insufficient investment in the infrastructure that 

would have been needed to keep up with the processing of OTC derivatives.  They may have felt that 

such investments did not contribute to profits or the bottom line, so were unnecessary. The flaws in this 

line of thinking reveal themselves at times of crisis, however, when it is imperative to have information 

systems and technology in place to support rapid identification and management of liquidity and capital 

risk.  Additionally, in the event of collapse, documentation is absolutely necessary in order to resolve 

claims to funds and ownership of assets. 

An argument cannot be made that weak financial memory systems alone caused Lehman Brothers 

to collapse.  As the UK FSA’s letter suggests, recordkeeping issues were rife among financial institutions.  

Indeed, the US Committee to Establish a National Institute of Finance has observed that ‘‘Data 

management in most financial firms [was] a mess,’’ going on to observe that the absence of standard 

reference data, including common standardized designations for firms and their subsidiaries and for 

financial instruments, has hindered the way transactions are handled and recorded, and thus wasted large 

amounts of resources in the process of manual correction and reconciliation of millions upon millions of 

                                                 
21

20 March, 2009 FSA/Financial Services Authority, U.K., Dear Compliance Officer Letter, 20 March, 2009, last 
accessed at http://www.fsa.gov.uk/pubs/other/letter_client_assets.pdf on 21 April, 2013. 
22

 Ibid. 
23

 L.G. McDonald, Lawrence. A Collosal Failure of Common Sense: The Inside Story of the Collapse of Lehman 

Brothers (NY, NY: Crown Business, 2009), 182. At the time derivatives contracts were traded “Over-the-Counter” 
meaning that they were traded directly between financial institutions rather than traded on open exchanges.  Since 
the Global Financial Crisis, that has changed and standard types of derivatives (e.g., swaps) in some jurisdictions 
(e.g. the US) are traded on exchanges called Swaps Execution Facilities (SEFs) [See, for example, U.S. Congress 
Dodd-Frank Wall Street Reform and Consumer Protection Act. Public 
Law 111-203 H.R. 4173, 124 Stat. 1376 (Washington, DC: US Government Printing Office, Washington, 2010), last 

accessed at http://www.gpo.gov/fdsys/pkg/PLAW-111publ203/html/PLAW-111publ203.htm on November 18, 
2012. 
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trades per year per firm.25 What can be said, however, is that there is evidence showing a correlation 

between weak financial memory systems and institutional and, in some cases, systemic failure. 

 
The Records of Lehman Brothers Post-collapse 

 

In the previous section, the relationship between the debasement of financial memory systems and the 

effective functioning of Lehman’s risk analysis and management was explored.  In this section, the 

discussion will turn to the ex-post availability of evidence of the mechanisms of financial collapse and 

global financial instability in relation to the handling of the records of Lehman Brothers International 

Europe (LBIE) post collapse.  When administration orders were made in respect to each of the Lehman 

companies, PriceWaterhouseCoopers (PwC) immediately assumed responsibility for the operations of 

LBIE. As noted by PwC itself: “It was a monumental task.”26 The administrators were faced with 

supporting the continued operations of some 2000 different IT systems – the financial memory systems of 

the firm’s European operations – holding the key to what the firm owed various counterparties and how 

much it held in client money.27 The task was further complicated by the fact that in the chaos and 

uncertainty that preceded the issuing of the administration order, many of the bank’s IT systems had 

already been turned off and many key IT staff had already been sent home. In short, the administrators 

faced systems of record in various states of disarray. 

 The complexity of LBIE’s IT architecture and the chaotic process of the firm’s demise left the 

administrators with many issues to sort out. Among them was the need to ensure the wind down of 

trading positions in the UK, which were provided by different locations and legal entities, including 

BarCap and Nomura.28  Moreover, given geographic dispersion of the firm’s IT infrastructure, ownership 

of core IT systems was unclear and in dispute. Finally, key data that was needed to unwind positions and 

ascertain what money was owed to the bank’s clients was located in other geographic jurisdictions and 

co-mingled with the data of other entities, entities that were now competitors (i.e. BarCap and Nomura).29 

To address these issues, the administrators completely restructured the firm’s IT infrastructure. 

Over the span of years from the collapse of LBIE to the present, the administrators have undertaken a 

significant rationalization of the UK-based IT infrastructure through simplification and outsourcing, and 

negotiated Technical Service Agreements with non-UK IT suppliers.30 This has resulted in significant 

changes to the IT infrastructure from its original state and it remains unknown to what extent the original 

state of the infrastructure could be forensically recovered for the purposes of future research into the 

operations of the bank.  The administrators have been understandably very reluctant to discuss these 

matters given ongoing litigation. Moreover, it remains unclear what will happen to the records of LBIE 

once the administrators complete their work. Will the records be deposited in archives? If so, which one? 

What terms and conditions will define access to the records? Finally, what has happened to the financial 

memory systems of other Lehman Brothers legal entities? The answers to these questions are largely 

unknown, but for the sake of accountability to the public and future understanding of the dynamics of 

institutional collapse and financial crisis, answers should be found. 

 

MF Global 

 

                                                 
25

Committee to Establish the National Institute of Finance (2010) Office of Financial Research, last accessed at 
http://466 www.ce-nif.org/faqs-role-of-the-nif/office-of-financial-research on 11 August 2010 
26 PriceWaterhouseCoopers,” Lehman Brothers International (Europe) in Administration: Joint Administrators’ 
Progress Report for the Period 15 September 2008 to 14 March 2009, 
http://www.pwc.co.uk/en_uk/uk/assets/pdf/lbie-progress-report-140409.pdf. 
27

 Ibid, 60-64 
28

 Op. Cit. 
29

 PwC, 2009, 60-64. 
30

 Ibid. 
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The Debasement of Financial Memory Systems and its Impact on Internal Operations and Risk 

Analytics 

 

Though lessons should have been learned from the collapse of Lehman Brothers, the collapse of MF 

Global bears a striking resemblance to the events surrounding the collapse of Lehman Brothers in terms 

of the status of its financial memory systems. Prior to filing for Chapter 11 bankruptcy in the US on 

October 31, 2011, MF Global was a leading brokerage firm offering customized financial solutions in the 

global cash and derivatives markets. The firm provided execution and clearing services for products in the 

exchange-traded and OTC markets, as well as for certain products in the cash markets.  MF Global was 

based in the US, but had operations in the UK, France, Singapore, Australia, Canada, India and Japan.31 

Jon Corzine was named CEO and Chairman of the Board in March 2010.  As the new CEO, 

Corzine set about transforming the company into a full service broker-dealer and investment bank.  As 

part of his drive to expand revenue streams and increase income, Corzine also introduced proprietary 

trading (i.e., using the firm’s own funds for revenue generating trades).  As an active proprietary trader on 

behalf of the firm, Corzine began investing in European sovereign debt in Portugal, Italy, Ireland and 

Spain, which was financed by “Repurchase to Maturity” repos.32 A Repurchase to Maturity repos (RTM) 

is a sale of securities coupled with an agreement to repurchase the same maturities at a higher price at a 

later date.33 This had the advantage of freeing up capital as well as providing the company with an 

accounting mechanism to show income whilst removing the transactions from the Company’s balance 

sheet.  Although the transactions were fully financed, the clearinghouses required the payment of margin 

of two types.  Initial margin, the “haircut”, was assessed on the basis of the borrower’s credit worthiness 

and was payable in cash or collateral at the time of execution. Variation Margin was payable subject to 

market conditions and the lender’s assessment of price movements in the underlying assets.  Both types of 

margin were subject to extreme volatility under stressed conditions.34  

 

 

 

 

 

 

 

 

 

                                                 
31

Attorneys for the Chapter 11 Trustee, United States Bankruptcy Court for the Southern District of New York, 

“Report of Investigation of Louis J. Freeh Chapter 11 Trustee of MF Global Holdings Ltd, et al.,” 4 April, 2013, last 
accessed at http://mfglobalcaseinfo.com/pdflib/1279_15059.pdf on 19 April, 2013P, 8 [hereinafter referred to as 
Trustee’s Report]. 
32

 Trustee’s Report, 9. 
33 Trustee’s Report, 29. 
34 Trustee’s Report, 10. 
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Fig. 2 MF Global Euro RTM trade flow35 

 

This strategy may have been tenable had Corzine and his management team strengthened their 

financial memory systems; however, they embarked on this strategy without making concomitant 

investments in their financial information systems and technology even though the Boston Consulting 

Group (BCG), which MF Global had hired to advise them on their new strategy, had recommended such 

changes. BCG identified the need to build-out a “robust risk management infrastructure, including 

platforms, tools, policies, and procedures . . .”36  This work was not done and the firm's financial memory 

systems remained ill-suited to the business strategy of the firm and the need to monitor its attendant 

risks.37  

A report on the investigation into the reasons for MF Global’s collapse draws attention to several key 

areas of weakness that contributed directly to the firm’s collapse.  First, as MF Global was trading in Euro 

RTMs, it was especially important for the firm to keep track of the collateral it pledged in these trades.  

Unlike many other financial institutions, however, MF Global did not have a collateral management 

database to guide Treasury and Operations Department staff on which securities could be pledged to 

satisfy the conditions of the repo financing agreements.38  Instead, MF global staff would select collateral 

manually, enter the CUSIP39 numbers for the securities directly into the clearing bank’s technology 

platform, and then learn post-allocation whether the collateral selected was acceptable under the terms of 

the relevant agreements. As a result, the report reveals, “instead of being able to rely on an automated 

system, Operations Department staff spent an inordinate amount of time reviewing repo financing 

agreements, researching positions, and selecting the appropriate collateral to finance the Company’s 

securities portfolio at a time when the Operations Department already was shorthanded and struggling to 

                                                 
35 Reprinted from Trustee Report, 33. 
36 Trustee Report, 25. 
37 Trustee’s Report, 80. 
38 Trustee Report, 93.  
39

CUSIP stands for Committee on Uniform Securities Identification Procedures. Formed in 1962, this committee 

developed a system (implemented in 1967) that identifies securities, specifically U.S. and Canadian registered 
stocks, and U.S. government and municipal bonds [See “What is a CUSIP number?” Investopedia, last accessed at 
http://www.investopedia.com/ask/answers/04/040704.asp on 21 April, 2013]. 
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fulfill its many other responsibilities.”40  The lack of a collateral management system ultimately prevented 

MF Global International from being able to clear and settle trades quickly to free up liquidity in the final 

week of October 2011.   

 In addition to these problems, an October 2010 Internal Audit Report on Market and Credit Risk 

Management in North America and Europe drew attention to the fact that “[i]nadequate controls [were] in 

place to ensure completeness and accuracy of risk exposure calculation and reporting.”41 The Report 

assigned a high risk rating to the deficiency and described additional problems with credit and market risk 

monitoring.  Manual processes for monitoring credit and market risk were in need of improvement, and 

the Risk Department needed to “create workarounds for monitoring risk of client and house positions.”42  

End-user computing tools (“EUCs”), such as Excel spreadsheets and Access databases, were “necessary 

to enhance client risk identification and analysis and management reporting of breaches” as “existing Risk 

systems are not designed for risk exposure calculations and have limited functionality in this respect.”43  

Without adequate controls, the EUCs threatened the integrity of the data and created the risk that serious 

decisions governing the Company’s business were made on inaccurate or incomplete information.  The 

report also assigned unsatisfactory risk ratings to four separate areas related to market and credit risk 

exposure measurement, monitoring and reporting. Ultimately, these weaknesses in the firm’s financial 

memory systems put the firm on the back foot in terms of anticipating market and credit risk scenarios 

that could lead to margin calls that would place pressure on the firm’s liquidity.44 Internal correspondence 

reviewed by Louis H. Freeh, the Bankruptcy Trustee in charge of the MF Global investigation, suggests 

that because the firm’s management was unable to predict margin calls, it was often scrambling to come 

up with the funds to cover them.45  This led the firm to dip into segregated customer accounts for 

additional liquidity.46 Lacking any capacity to achieve real-time monitoring of segregated customer funds, 

the firm quickly lost track of their use of these funds, which led directly to the large shortfall in customer 

funds identified at the time of the firm’s collapse.47 

 A third issue was weak real-time liquidity monitoring systems.  As early as May 2010, 

management was warned that the Company’s Treasury Department lacked the appropriate systems and 

technology to conduct accurate, real-time liquidity monitoring and forecasting. The firm’s own internal 

audit function had identified this as a key practice gap.48  Indeed, an executive in the firm’s Finance 

Department described the Treasury Department’s systems as a “hodgepodge of systems and processes 

without a design.”49  Because the Treasury Department lacked appropriate systems for managing cash 

movements, the Finance Department often needed to correct the Company’s accounting books and 

records manually to make sure they were accurate. Finance Department employees reported these 

concerns about the Treasury Department’s systems in a March 2011 controls report pursuant to the 

Sarbanes Oxley Act of 2002.50  The Finance Department was unable even to produce a high level 

overview of cash flows for a period of a month or two.  In the absence of a robust cash management or 

liquidity forecasting system, the Treasury Department often lacked insight into what funds were needed 

and when they were needed.     

Capital and liquidity assumptions driving the Company’s trading strategy were fatally flawed 

according to the report on the investigation into MF Global’s collapse.51  During this time of crisis, MF 

                                                 
40

 Trustee Report, 107 & 109. 
41 Trustee Report, 89 
42 Trustee Report, 95 
43 Ibid. 
44 Trustee Report, 109. 
45

 Trustee Report, 104. 
46 Trustee Report,. 115 
47

 Trustee’s Report, 69. 
48

 Trustee Report, 17. 
49

 Trustee Report, 87. 
50 Trustee Report, 82. 
51 Trustee Report, 123. 
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Global needed to rely on its Operations, Risk, and Treasury Department systems.  Those systems, 

however, remained weak, even though Corzine and other members of his management team knew about 

their deficiencies many months before they were stretched to their limits.52  The report on the 

investigation finds that these defects, and management’s failure to address them, contributed to the 

company finding itself in a “run on the bank” scenario and ultimately spelled the firm’s demise.”53  It all 

ended for MF Global on Sunday, October 30, 2011, when a unit of the New York-based brokerage first 

reported to the Chicago Mercantile Exchange (CME) and the Commodity Futures Trading Commission 

(CFTC) a “material shortfall” of hundreds of millions of dollars in segregated customer funds. Customer 

accounts were frozen the same day. At the time, MF Global reported the shortfall in customer accounts at 

$891,465,650 as of close of business on Friday, October 28, 2011.54 According to the trustee overseeing 

liquidation the shortfall it was estimated to be as large as $1.6 billion.55  

 

The Records of MF Global Post-collapse 

 

Former Federal Bureau of Investigation director and Federal Judge Louis J. Freeh was named trustee for 

the MF Global holding company (MF Global Holdings Ltd.) bankruptcy case on November 25, 2011.56 

Under Chapter 11 rules, the a trustee “ . . . shall (1) collect and reduce to money the property of the estate 

for which such trustee serves, and close such estate as expeditiously as is compatible with the best 

interests of parties in interest [and] (2) be accountable for all property received.”57 Thus the firm’s books 

and records are in the control and legal custody of the Trustee.  At this time writing, there is no publicly 

available information regarding how the firm’s books, records, information systems and IT infrastructure 

have been handled in spite of their acknowledged significance in the dynamics of the firm’s collapse.  It is 

known that the trustee has assembled a professional staff consisting of experienced legal counsel, forensic 

accountants and other expert consultants with liquidation experience. They are overseeing and 

supervising Deloitte consultants and Ernst & Young forensic investigative accountants and consultants, 

and a staff of former MF Global employees, with the investigation, the liquidation of the firm’s assets and 

recovery of customer funds. These activities presumably require unfettered access to MF Global’s book, 

records and information systems.   In addition to this work, the US SEC also has had access to the firm’s 

books, records and information systems for the purpose of reviewing trades in MF Global Holdings Ltd. 

convertible bonds to determine whether some investors sold the debt based on confidential information 

before the firm’s demise.58 With the settlement of customer claims still in progress and pending litigation 

                                                 
52

 Ibid. 
53

 Op. Cit.  
54 Matthew Leising and Silla Brush, “MF Global Told CME it Used Customer Funds: Timeline,”Bloomberg, 16 
December, 2011, last accessed at http://www.bloomberg.com/news/2011-12-16/mf-global-told-cme-group-it-used-

customer-funds-timeline-shows.html on 21 April 2013 and Letter from Kathleen M. Cronin, CME Group, to Randy 
Neugebauer, US House of Representatives’ Committee on Financial Services Sub-Committee on Oversight and 
Investigations, 13 December, 2011, last accessed at 
http://financialservices.house.gov/uploadedfiles/cme_group_response.pdf on 21 April, 2013. 
55 Nick Brown, “UPDATE 3- MF Global trustee sees $1.6 billion claims gap,” Reuters, 10 February, 2012, last 
accessed at http://www.reuters.com/article/2012/02/10/mf-global-trustee-gap-idUSL2E8DACKV20120210 on 21 

April, 2013. 
56 Ben Berkowitz, “Louis Freeh, Former FBI Director, Appointed Trustee In MF Global Bankruptcy Case,” Reuters 
via the Huffington Post, 26 November, 2011, last accessed at http://www.huffingtonpost.com/2011/11/26/mf-global-
trustee_n_1114052.html on 21 April, 2013. 
57 US Congress, Title 11, Chapter 7, Subchapter 1, section 704, last accessed at 
http://www.law.cornell.edu/uscode/text/11/704 on 21 April, 2013. 
58  Joshua Gallu, and Shannon D. Harrington, "SEC Said to Conduct Review of Possible Inside Trades of MF 
Global’s Bonds", Bloomberg, 3 November, 2011, last accessed at http://www.bloomberg.com/news/2011-11-03/sec-
said-to-review-possible-insider-trading-in-mf-bonds.html on 21 April, 2013. 
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and the liquidation of assets still underway, the status of archival preservation of the firm’s financial 

memory systems remains unknown. 

 

Policy Considerations 

 

The Global Financial Crisis and the Eurozone crisis that followed have drawn attention to how 

weaknesses in the quality and management of financial books, records, and information systems – what 

de Soto refers to as “financial memory systems” - led to operational risks in financial institutions that 

prevented effective management of market, liquidity and capital risk. This is not a new lesson: a study of 

the Jamaican Banking Crisis that took place in the 1990s reveals a similar pattern: weak financial memory 

systems that made all of Jamaica’s indigenous banks vulnerable to changing macro-economic conditions 

and that ultimately led to a collapse of the country’s financial system.59  One wonders if this pattern of 

institutional weakness also will emerge in connection with the recent collapse of banks in Cyprus.60  It 

seems clear that financial institutions continue to underinvest in and give insufficient weight to the 

importance of maintaining their financial memory systems.  Too often, as in the cases discussed above, 

key business strategy is not matched by concomitant changes in the creation of records, information 

systems and technology infrastructures that capture good representations of the financial transactions 

needed to permit effective internal control and management of risk.  It is more common that the 

sophistication of financial memory systems lags well-behind business strategy creating representational 

black holes that lead to blindness to sources of risk. The reason for this is simple: managers of financial 

institutions continue to see the creation and maintenance of records and information systems only in terms 

of cost rather than as essential pillars needed to execute on business strategy.  One might think that with 

each collapse that points to the role of inadequate recordkeeping and poor information systems, managers 

would change their behaviour; however, this seems not to be the case. For the most part, society can 

afford to let banks fail that do not understand the link between the creation of good financial memory 

systems and internal control and risk management.  A different approach is needed, however, for those 

banks judged “too big to fail.” In these cases, in the interests of protecting financial stability and because 

of the costs to society, it makes sense for financial supervisors to pay close attention to how financial 

memory systems are keeping pace with business strategy.  Financial supervisors, therefore, need to 

examine the relationship between business strategy and financial records, information systems and 

technology infrastructure.61  A study of global practices in this regard would be instructive. 

                                                 
59 See Victoria L. Lemieux, “Let the Ghosts Speak: An Empirical Exploration of the Nature of the Record.” 
Archivaria 51 (Spring 2001): 81-111 and Victoria L. Lemieux, “The Jamaican Financial Crisis:  Accounting for the 
Collapse of Jamaica’s Indigenous Commercial Banks,” in Archives and the Public Good: Accountability and 
Records in Modern Society, edited by Richard Cox and David Walsh (Westport, Conn.: Quorum Book, 2002), 265-
281.   
60 On 25 March 2013, a €10 billion bailout was announced in return for Cyprus agreeing to close its second largest 
bank, the Cyprus Popular Bank (also known as Laiki Bank), levying all uninsured deposits there, and possibly 
around 40% of uninsured deposits in the Bank of Cyprus (the Island's largest commercial bank), many held by 
wealthy citizens of other countries, significantly from Russia, who use Cyprus as a tax haven [See Max 
Ehrenfreund, “Cypriot banks to reopen amid criticism of bailout,” The Washington Post, March 27, 2013, last 
accessed at  http://www.washingtonpost.com/business/cypriot-banks-to-reopen-amid-criticism-of-

bailout/2013/03/27/dd56757c-96e1-11e2-b68f-dc5c4b47e519_story.html on 21 April, 2013 and Ned Resnikoff, 
“Cyprus disaster shines light on global tax haven industry,” MSNBC, March 26, 2013, last accessed at  
http://tv.msnbc.com/2013/03/26/cyprus-disaster-shines-light-on-global-tax-haven-industry/#discussions on 21 April 
2013]. 
61

In Canada, for example, the Office of the Superintendent of Financial Institutions (OSFI) instructs regulated 
financial institutions that “Institutions seeking IRB approval should adopt an approach to managing their 

information technology initiatives and data management processes appropriate to the nature, scope and 
Complexity of their data maintenance requirements” [See OSFI, Data Maintenance at IRB Institutions,” 
Implementation Note No. A-1, January, 2006]. 
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Financial memory systems must be preserved in the usual and ordinary course of business as well 

as at times of crisis. Following the collapse of Lehman Brothers, macro-prudential supervisors understood 

the importance of having ready access to authentic and reliable records in the event of a financial crisis 

and thus are issuing new regulations requiring financial institutions to prepare “living wills” that specify 

how records and IT systems will be handled in the event of a collapse.62 In the US, for example, living 

wills were mandated by the 2010 Dodd-Frank Act.63 More than 100 large financial firms are required by 

the law to submit living wills to the Federal Reserve and the Federal Deposit Insurance Corp. by the end 

of 2013. Parts of the plans for nine of the biggest firms with US assets have already been made public.  

The parts of the living will requirements that relate to records are entitled “Management Information 

Systems: Software Licenses: Intellectual Property” and read as follows: 

 
xix) Management Information Systems; Software Licenses; Intellectual Property. Provide a detailed 
inventory and description of the key management information systems and applications, including 
systems and applications for risk management, accounting, and financial and regulatory reporting, 
used by the CIDI and its subsidiaries. Identify the legal owner or licensor of the systems identified 

above; describe the use and function of the system or application, and provide a listing of service 
level agreements and any software and systems licenses or associated intellectual property re lated 
thereto. Identify and discuss any disaster recovery or other backup plans. Identify common or shared 
facilities and systems as well as personnel necessary to operate such facilities and systems. Describe 
the capabilities of the CIDI's processes and systems to collect, maintain, and report the information 
and other data underlying the resolution plan to management of the CIDI and, upon request to the 

FDIC. Describe any deficiencies, gaps or weaknesses in such capabilities and the actions the CIDI 
intends to take to promptly address such deficiencies, gaps, or weaknesses, and the time frame for 
implementing such actions.

64
  

 

Although the living will provisions will help to avoid the recordkeeping chaos that followed the Lehman 

Brothers collapse, there remain several issues.  

The use of the term management information systems rather than “systems of record” does not 

place emphasis on the type of documentation that is actually needed in a crisis. Management information 

systems are, by their nature, summary systems often used for risk analytics or risk management, not the 

authentic records that would be needed as proof of a claim or right of ownership of an asset in the event 

of a collapse. Early filings of living wills by banks with large US assets suggest that these misgivings are 

not unwarranted. The publicly available portion of Bank of America’s living will, for example, casts the 

issue of preservation and continued access to its records as merely a business continuity problem.65 In 

                                                 
62

 As required by the Federal Deposit Insurance Corporations (FDIC') regulation regarding resolution plans for 
systemically important financial institutions, (12 CFR section 381.8(c)), and, as applicable, the FDIC's regulation 
regarding resolutions plans for insured depository institutions (12 CFR section 360.10(f)), each resolution plan must 
be divided into a public section and a confidential section.  
63

 Ibid. 
64 12 CFR section 360.10(f)), xix, last accessed http://www.gpo.gov/fdsys/pkg/CFR-2012-title12-vol5/pdf/CFR-

2012-title12-vol5-sec360-10.pdf on 28 August, 2012. 
65

 The report reads: “As required pursuant to Title I, Section 165(d), of the Dodd Frank Act and the  
implementing regulations (the and the FDIC’s CIDI Rule), Bank of America has developed strategies for a 

hypothetical resolution of its Material Entities. The Plan contemplates a resolution strategy in which  
Bank of America’s U.S. bank material entities (―MEs‖), under a hypothetical failure scenario, would be resolved by 
placing them into FDIC receiverships. Certain assets and liabilities would be transferred to a bridge bank that would, 
subject to certain assumptions, emerge from resolution as a viable going concern. Bank of America’s  
other MEs would be wound down in an orderly manner, subject to certain assumptions. In addition, the Plan 
includes strategies designed to ensure continuity of certain core business lines and critical operations following the 

hypothetical failure of certain Bank of America entities. The strategies incorporate the importance  of  
continued access to critical services including, but not limited to, technology, employees, facilities, intellectual 
property and supplier relationships. (See,  Bank of America Corporation Resolution Plan Bank of America, N.A. 

http://fdic.gov/regulations/reform/resplans/index.html
http://fdic.gov/regulations/reform/resplans/index.html
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reality, it would be more appropriate if the measures were in line with the preservation of evidence in a 

forensic investigation since, in the event of a collapse, a firm’s book, records and information systems 

doubtless will be needed in the immediate-term as evidence in litigation. The regulatory requirements and 

the living will plans of financial institutions are silent as to what should happen to records during the 

process of liquidation or acquisition (e.g., whether it should be necessary to forensically image systems of 

record and how audit trails of actions taken in respect to records systems by trustees/administrators should 

be captured, etc.). Another issue is that each sovereign jurisdiction is issuing its own living will 

requirements and there is still, at present, no coordination of such provisions between global regulators. 

As the saying goes, “in life financial institutions are international; in death, they are national.” This poses 

a major difficulty in the event of a crisis, as most large financial institutions operate with a global 

footprint. A further issue is that no mention has been made in the regulations about the necessity to 

provide for the long-term preservation of the financial memory systems of collapsed financial institutions 

in spite of the value of firm’s books, records and information systems to building more robust models of 

banking crises and financial instability and other historical objectives.  There is, for example, no 

requirement to deposit records and information systems in a publicly accessible archive following 

bankruptcy. This leaves open the question of what will happen to the Lehman Brothers records once all 

the litigation has been settled and what may happen to the records of other failed financial institutions, 

such as MF Global, Laiki Bank, or Bank of Cyprus, in wake of their collapse. Will society’s ability to 

understand the global financial crisis or future crises and corporate failures with major impact on society 

be thwarted by lack of attention or requirements to preserve the records of these firms in archives? If the 

answer is “yes”, do we need policy intervention to prevent this from occurring?  Should there be some 

sort of official register retained by regulatory authorities in each country to keep track the records of 

failed financial institutions so that, even if the records are not available in a public archives, their 

whereabouts are at least known.  Beyond that, financial regulators could require the archival preservation 

and public accessibility of records of at least failed “Systemically Significant Financial Institutions.”66 

The effects of such a policy on the ability of those acquiring distressed assets to function would have to 

be carefully considered, however.  

 

Conclusion 

 

Weaknesses in global financial memory systems were at the heart of the Global Financial Crisis 

and efforts to correct these weaknesses will be at the heart of global financial recovery.  The world needs 

authentic and reliable memory systems so as to have the facts necessary to see risks and to protect global 

financial stability and growth. Research indicates that in the absence of financial memory systems, 

financial markets seize up and do not generate the wealth that they potentially could and that good records 

encourage financial trade.67 Without strong memory systems we are likely to find our way back to the 

Global Financial Crisis, as recent failures of major commodities brokers suggest.68 Where the incentives 

                                                                                                                                                             
Resolution Plan FIA Card Services, N.A. Resolution Plan  Public Executive Summary, last accessed 28 August, 
2012, http://fdic.gov/regulations/reform/resplans/boa165.pdf). 
66 A “systemically Important Financial Institution” is generally considered to be a bank, insurance company or other 
financial institution whose failure may trigger a financial crisis though, at present, there is no internationally 
accepted standard definition and each jurisdictions defines the term somewhat differently. 
67

 See, for example, De Soto, H., The Mystery of Capital: Why Capitalism Triumphs in the West and Fails 
Everywhere Else (New York: Basic Books, 2000);  Basu et al, “Recordkeeping alters economic history by 
promoting reciprocity,” PNAS 106,4 (January 27, 2009): 1009-1014; and Kocherlakota, Narayana, “Incomplete 
Record-Keeping and Optimal Payment Arrangements,” Journal of Economic Theory 81 (1998): 272-289. 
68 See, for example, recent stories in the press regarding the failure of MF Global, the commodities broker, and 
Peregrine Financial Group (Levine, D.M., “After PFGBest, ‘crisis’ in commodities trading could impact everyday 

consumers,” The Huffington Post, July 22, 2012, last accessed at http://www.presstv.com/usdetail/252229.html on 
28 August).  Both failures involved rehypothecation of client assets and inadequate trust and segregation of accounts 
documentation. 

http://www.presstv.com/usdetail/252229.html


14 

 

are not there within financial institutions to create and maintain such memory systems, there is a need to 

structure a financial system, through a balanced combination of market driven and regulatory measures, to 

encourage good recordkeeping. Moreover, as the UNESCO declaration on the preservation of world 

documentary heritage urges69, we need measures aimed at preserving society’s financial memory systems 

to ensure that they remain accessible to Economic Historians and other researchers. Accordingly, access 

to financial memory systems, especially those in the public domain, should be free of unreasonable 

restrictions. The world’s financial memory systems are at risk of being lost to posterity. Just as with other 

records, contributing factors include the rapid obsolescence of the hardware and software that brings it to 

life, uncertainties about resources, responsibility and methods for maintenance and preservation, and the 

lack of supportive legislation. The archival community has a role to play in encouraging efforts to address 

these sources of risk to financial memory systems. To preserve society’s financial digital heritage, 

measures will need to be taken throughout the financial digital information life cycle, from creation to 

access. Long-term preservation of financial memory systems begins with the design of reliable and 

trustworthy systems and procedures that will produce authentic and stable digital objects that adequately 

represent firm’s financial transactions. The many new regulatory measures aimed at strengthening global 

financial data standards will help address this issue to an extent, but much more needs to be done. For 

example, strategies and policies to preserve financial memory systems at times of business as usual and in 

times of crisis need to be developed, taking into account the level of urgency, local circumstances, 

available means and future projections. Cooperation among holders of copyright and intellectual property 

rights, and other stakeholders, in setting common standards and compatibilities, and resource sharing, will 

facilitate this. As with all documentary heritage, selection principles are critical, although the main 

criteria for deciding what digital materials to keep would be their significance and lasting cultural, 

scientific, evidential or other value, we will lose important knowledge about the causes of the global 

financial crisis, if these selection criteria are made piecemeal, by individual firms or archives, or without 

proper consideration of how the various parts of the global financial system in general and the 

securitization system that brought the global financial system to its knees in 2008 operates. Moreover, 

these selection decisions and any subsequent reviews need to be carried out in an accountable manner, 

and to be based on defined principles, policies, procedures and standards explicitly designed for financial 

records.  In addition, macroprudential supervisors need to work together to develop appropriate legal and 

institutional frameworks to secure the protection of the world’s financial memory systems. With the 

proper will, this can be accomplished through the same mechanisms as such others standards as global 

legal entity identifiers (i.e. through the efforts of the G20, the ISO, and the FSB); however, awareness of 

the need to take action to preserve the world’s financial memory systems has to exist, alongside the 

political will to do so.  

                                                 
69
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